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Sebetage of Comunicstions Systems

1. The mode of osperation of s commniocmtion sysies sest be under-

stood by & sebotewr before he csn determine the point or points at

whish sabotage can be applisd to produce the desired resuit. For moaple,
without the Xnowiedge of the over-all operating plan of a gystesm, he
might disrgpt a relatively unisportant station of that systes 1n an
effort to disrupt the entire system. On the other iand, &lsrgpllon of
key station would prevent the eutire system frea functionirg slthough
this aight iovelve s greater rizk. It is the gurpose of this seoction to
mmiﬂ the ssboteur with the basic opersting pians of the cmmmmnicstions
systems and the meant of identifying them. At the same timwe, it is
pospible to point ¢ut the most valnerabls pointe where sabotage amy be
applied to cause the muximaz &izruption of service.

Specific Sebotage Attack (Equipmenmt Exterve. to the Statios Bousing)

2. Suppersing Structwres: The supperting siructures of all over-

howd wire or cable eircuits are vulnerable external elemepte of a cossami-
cations system. Any action that vwill ceuse one or aore of these structures
to collupse will be effective, The cutting of guy wires iz no doubt ihe
sinplest mesns of producing wiseligrment of the supporting mesber:. The
most eritical structures in this respect are the omes that take e siraln
coused by » change in direction af the wire iines, such &s 8t cwrves or st
right sngle bends. is {s also true of the structures st either side

af & span of wire grussing = body of water or a deep velley.
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Sabotnge of Struetures: For immediste scuicn, cut gy wires or
break issuletors in the guy wires of key or critlcal mpporting structures.
Yor dslayed setion, loouen clsmps and cther hardwers used to fasten

£uy wires.

Wire Civeuiis: The moct obvious sebotoge is to cut the cosmmunicatior
wire siiber at s pole or on the ground. A more subtle means, however,
wouid be to cause the copper vire to be eaten through by the appliestion
of sulfuric or nitric acid to the bare wire. Insuistors that have been

broken i teveral sdjacent peles on s glven vwire cireuit will permit the

S

"%wmmw&m@u&mvmxmﬁmw
Ammam:msrwmiunmm;%ammmnmf

of bare open wire commmication cirecwite, will cesse a shors.civeuit and
render the syetem inoperative. Hops, rtw:#hamm«:mmarm&
bacooes & confuctior when it iz exposed to rain. Auy kinked or notched wire
‘vxum,mtw,uﬁummmm:emmm
Wy high winds or extrems clmiges in tesperature. |

Gabotage of Wire Cirewite: For immediste sstion, cut or short-circuit

wires o groucd. mmmmumummécommum
cirowits, shoot dowm insulators mwtmwm transmiczeion
lines. Ehoot Sown ccemumication line insulstore. Cause accidents, such
as train wreolte, alug rights of way where heavy pole iimes rur, mspecisliy
st bottleneck peints. IX the wrack cen desclish an edjacent repecte:

station; s¢ mach the detler.
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fuwm,Mamtﬁémwwwwb
cation wire; if inswlated, punrture the insulation to the cooductor and
apply scid st the points of puncture. Apply ecid wrouwnd any terminels
to which the wires are attached. 7Twist & sharp kink, or noteh any
commaricstion wire which is or will be under tension.

Cuble Cirgouits: The dilsruption of circuits in any cable may be
brought about by thing moisture to penetrate the cable covering.
A cub or break in the csble covering may be encoureged by causing
loeelized stresses &t & nick or a cut et points where thw oable bends.
Saifuric aeld vili oat holes in lesd coversd ceble and permit molsture
to enter the csble. Unler smergesncy cepditions the cable wmay de out or
a shot may be fired through the covering to permit moisture pemetration.
mwmm:nmmmsmmmmmﬂm‘m
Wmmmfwmmemwmm
will ceuse the cable to bresk under its owe weight. Undergromnd cable
15 vulpersble at spiices, wsmially in a msnhole.

tabotege of Calle Circuits: For lssediste action, cub mesaenger
wire cmrrying comsunication cables. Drop o band grenade, thermite boub
or like davice into meshole mumwmmm.rmﬁmw;

as discusced under Sabotege of Wire Cireuiis, way aleo be wseful in

causing &laruption of cable ciremits.

%
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For delmyed action, cut & deep gash through the protective covering
sud apply acid, or let the cut be exposed to the elesments. If the cable
is not readily accusoible, shoot a bole through {t. Flooding may be
wseful on undergrowsd clrcuits after the cebls has besn out or s hole has
besn shot throungh 1.

Diisted Palr and Wires on the Oround: Twisted pair ean be cut most

readily at sbeeure points, prefersbly by cutting ope wire and not both

wires at a given polnt. This incresses the 4ifficulty of locating the

fault. Wires lying on the ground can easily be crushed with atid of tve
stones to expose the bere wires. These wires masy then be arrangsd to lie
in s Gepression in the ground. thus ipsuring effective shorting of the

wires at the first reinfall. In emergencies, wires on {he ground mey be
cut. Always being esreful to concesl the break under a stone or a clusp
of dirt. mmw&mmmmumurmuma.

Sabotage of Twisted Pair and Wires oo the Uround: For immediste

action, wires should be eut, and the cut concenled as deseribed wbove.
Straight pins oan be used to short the two cenductors of s twisted palr.
Care should be taken to insure that the pin contacts the conductors. The
pins should be inserted st irregular intervals along the lins.

Por delayed action, the insulstion on all vires should be punctured
and eitber acid applicd or the demmged section of wire armnged to lie in
& depressics in the ground. ﬁiﬁﬁﬂmt*im&h@:hﬂrtcmw-

unfer water st the first relnfall.
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Eotrence Cubles: Many of the circults cervied on poles or on U

grovsd ave brought into the terminels through drops or entramce cables.
Thess circults are subject to theo ssme saboteps tresiment as other wire

or cable. ALl cuts end punciures should be made ir s poaition that will

ot be consplcucus .

Poser Lines: WLMQMmmmMMWaﬁ
the commmiestions linee. Severe intarference in the commnication 1ines
mmﬂtﬁtwmmmmsmawmwmmr
lines becone gromded. Likewlse, mwmrmmmrmaxm
maummt&umswmwbmmugmmm
of & commenication Line inaulstor.

Budio Antesns: The most sccessible point of an antenpa is usually the
isad-in or the wire lesding from the antenns proper into the terminel equip-
ment. A break iz or a ground conmection to the lead~in will greatly reduce
the effectivensszs of the antenrs. s antesrs lead-in zey be groundsd By
mmauﬁmwmwmammmmtmmwm&%m
at the peint vhere it snters the squipment bousing. This act of ssbotage
would be particularly effective on high-powered transmdtting stetioss.

Almost complete disruption of service results vhen the supporting strusture
af large entenss fails. This sction would be detected immsdistely end weuld be
a1fTicult to nccomplish urnoticed. The weskening or the cutting of sy @ein
W.ﬁeﬂiﬂnmmwmuemWMIMWa
high wind. mm&grﬂﬁmtmmujmwmmmuﬁ
wtmost importance, since the redisted besm asy be of the arder of 10 to 20
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degreas or less in width. A aiight &istertion in the sypporting structure
for such antenns would cause the redisted beem to "miss” 1ts distant
station or target.

Precticaily all anteons are insuiated from the groend or the supporting
strecture by one or more insulstors. An exespiisn to this 15 & sierc-wave
witence. The fnonletere mey swpport ihe entire weight of the antenna snd
are thersfore under considersbie struss. 4 very effective means of cauclng
their fullure iz to shoot them down. Antenna wsed in commercinl bromd.-
cesting consist of & high tower (several hucdred feet Xigh) swpported at it
mmmmrmmatiwmmnbymwmmimmn&

A failure of one insulster ot the buse may csuse complete toliapuie of the
tower. Antenns supported on & single insulator sre guyed it several direetions.
The tower sy ba osused to fall by cutting ome or wore of the guy wires.
Thess guy wires are also insulated from grouwnd with insuletors thot mey be
shet dowe.

of Radio Auteuns: The insulators supportizg the aaberna should
be fractured by shooting down, if necessary, If thete insulstore are
inmccessible, the imsulaters supporting the leed-in from the antenmm (o e
station sbould e demaged ir sny mexner possible. The sain sypporting siructure
shouid be wenlkened to e point of fallure by cutiing guy wires, fracturing
guy wire insulstors, cutting key structural mesbers or by loosening structural

nerdwere. If the sotomns is of the directiomal micro-wave variety, it will
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5ot e pecwssary to demalish the supporting strocture completely in order
to affect epevation seriously. Distortion eauted hy & IEG;MW teist about
whe versiosl sxis will be sufficlent. If the sntenms 15 swpported %;,f
wooder poles, settisg fire to dry grasa #mmfiaﬁw ey

in wakuning the poles snd ceuse a coliapse of 4w antenss sysien.

Pecilities Internel te tatisa:

Alarm Bysvens: Sefore sabotsge. dissble zl} slarm system: ssecciated
with squigaent to be stisched. This can e dore acet reedily r@u} siockisg
te indicator deviee in the pormel “ce-alarm’, posities.

Pomey Scuwrces: The feeililiies lsclude trensaicsion Lipes asd wis-
stations and gesollne or cli-powered generstor wnits. Lev-povered wilts Eey
e batleriss, eitter sterage or dry eell types. For issedinse sciics ageinst
storage batteries, the osse cwtainiag the azsd slsctraiyte shomid be
hmhﬁormmaﬂn BoRst the center of the dank of boils. fThe
conrections mede to the lesd termisel: should be well logserce but not
ramaved.

Telephove Equijment: For immediate sction, out vital wirv airoults
and plyeleally destroy swltctbonrds or setomstic switching mecinnisss .
Meorgphones snd receivers or head-sets cax De made locperetive by Samaping
the deiicate disphrepus isdide the wnits. Per & delsyed actice ik s
sutomatic switeling statlen relomce 4 copdusting dust o » corpoeivw gae
or vepor ix the roem with the avitemmtic equipsent.

Tolograph snd Telaprinter: Fer Lmeediate effect ouss physicel damsge

o the working parts of the irstremste.
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Yoowun Tube % For ismediate action againsi high-powered eguipameat,
the glass eeals. Produce are-over at high witage insulating bushings of
gondensers by breaking fnsulators or by pertislly ussaring over the inesals-
Sors with iren or carbem dust mised with gresoss. Dimbie overicad protestiod
squipment first. Emercise cere, since voltages being dsalt with may be fatal.

Low pewered eguipment (equipment using semll tubes) msy be saboteged by
interchenging tubes with 1ike buses and wilike type mmbers. Sheert cireuit
ineulated terminals of condemsers with s smsll wire. Alter all squipsent
sdjustments thel can be resched. If possible. force the sdjustments beyord
their bormel lixmits. Ieosen coupling conrsetors on the sguipsent and inter-
mwmmwwaﬁmm

For Salayed action sgaindt all equiyoent, apply hydroaflweric acid to the
glass tube esowslopes or nitric acid to the setal tube parts. Aply scld

to capacitor cases or pupcture then with o ssmil sheyp tool.

gues iz the NMerufaciure of Coesme Equipment

The vital snd moot widely used compements in the marufwcture of commmri-
cations equipment sre: (1) Selder; (2) resistors; (3) especitors; axd (5)
veomm tubes. Sabotsge that should be applied to these somponents Sov
effective sciion. to take offect al & future time, miWs/zimim
faults or using contesimants thet are to be sddedst switeble stuges during

the memufacture of the eouposent. This swe procedure caw be used with

respect to wire or cubie smoufecturing.
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Comelugiony

e conclusions “rom the fovegoing gen:rel anclysis are ss Toliows:
From the ssbotege standpoint, ihe mosi sccessitle peris of an exiaidng
eomcunication system sre bhe foolliiles exiernel %o ihe Lerniral comewmni-
sotdon eguimment. These Zacilities include e Inter-conncobing wire
or ceble cirenits beiween key cocmmniceidon stetions {in the cese of wire
eomeonicstlon), and vedie anwveims of key vedic stations [In ihe case of
radio cowuwndostion). Feults or failures of exterasl feellitice sre nod
sasily locsted or repuirsd, sand replscemcnis of these iiems are nob
likely to be sveileble.

The wereins) squisment cam be spbotezed. iHowever, exewpt for complele
destrustion of the torwinsl, such ‘reaimen: may not ue sllective, slice
replacmmend wnlis sy readily be pat into service by trsined personnel
aveilehle ot ihe berminal Joca:ions,

Ssbotege of the lecilities externsl to the communicwu:don lerminalds
pernt e el her & timed occurrencs 53 & partienlsr nlave or an untimed
oosurrence &t one or more plases devending uwpen the ‘orm of attsek
wsed.

The moat effective saboisge thel can be spplied % che =arufRcture
of cormuniostion equimment is ithreveh allack teschniguces apnlied o
partienlerly vital and widelywused compowents in the eguiprent. Such
sabotage conelists of using contemininig, Introduced during the sanu-
faetore of the partiouler comporenis, which cause & sradusl deteriores-

tion of ihe component ofter sese use, sSanulacturing does nob present

Approved For Release 2000/08/263: CiA<RDP61S00527A000200130083-1



Approved For Release ZOOOIOBIZQGﬁETRDPM30.0527A000200130083-1
<

o

an eppertunity for & 4lrect &.tmck or for sebolsge with immediate el Tect,
becanas of ihe nany guality snd perforssnce Ainspectisns meds during the
manufagture and finsl teet of comunicetion eguipment. ‘herefors,

ssboiege wust be such as (0 teke effect alter the [inal isspection,

i L
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